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This document will guide you through the creation of a simple web server running in the
AWS cloud. You need to have a AWS account already set up have signed up to EC2.
We're not going to be creating any permanent storage (EBS or S3) or going to be saving

our instance for later use. Everything we do here will be destoryed once you terminate your
instance.

During the sign up, you'll be presented with the security key options. This can be
confusing. When creating your account, skip the section on creating a X.509 certificate
because for the purpose of this, we are only going to be using the management console
and SSH (or PUTTY for Windows users). You'll need to a Access Key identifier if you want
to access your account through the command line tools or the API.

Once you created your account, sign in to the management console
(https://console.aws.amazon.com) .
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Done

The first thing you need to do is to create a Key Pair. Key pairs are used to authenticate
you when connecting to your instance. Once you have create the key pair, keep the private
key very safe because without it you will not be able to connect to the instance again as it
cannot be regenerated. Click on the Key Pairs link on the right under My Resources. You
should get the Key Pairs screen.



a.- JAWS Management Console - Mozllla Firefox Sl =R
Fle Edit Wiew History Bookmarks Tools Help

‘Q-\:I x @ @ U https://console. aws. amazon.com/ec2/home#c=EC2&s=KeyPairs v | G | e e
[ Most Visited v @ Getting Started [5)Latest Headlines™ )| Helpdesk [+ FL Wiki &vtiger B ZABBIX |@) Formas del verbot...
B Sun Fire X4240 Server - Featu... 3{ @ummme="alas. Nuotes #imy. . 3¢ () Blogger: Web Hosting Cloud -... 3{ [ Sun Microsystems Global Finan... 3¢ AWS Management Console X .t

Home > Resources = AWS Management Console BETA Amazon EC2 Welcome, Steve Nice | Settings | Sign Out

Amazzon Elastic Amazon
mazon Lo MapReduce CloudFront
Region: B UsEast v B Create Key Pair [I5 showiHide || Refresh || @ Help
Viewing: All Kay Pairs|¥ ltoS of 5 ltems
» EC2 Dashboard i 2l
Key Pair Name Fingerprint
INSTANCES m
® gsg-keypair d5:07:12:cc:b3:88:d 1: 4SenSunted o PSR fR.T Aah @l hn22
» Instances
® demo d0:73:5a:ca:ab:he:b4: 8280 st wl-06:34:0a:856:hh:fa;f
IMAGES
= ﬂ fred 61:c4:16:b7:2d:5 Bad DB S ire S IO Dl g £: 0500 ~
AMis
Q Tl 46:1brad:aa:8a: bes sl iU 467dD: dCie Jptd-82emla 0
» Bundle Tasks
® stevenice a3:ba:c7:df:dd: 1 FrEREEas——————p = e ]

ELASTIC BLOCK STORE

Volumes
» Snapshots [}

METW ORKING & SECURITY 0 Key Pairs selected

Elastic IPs Select a key pair above to view Information about It here

» Security Groups

® 2008 - 2009, Amazon Web Services LLC or its affiliates. All right reserved Feedback Support Privacy Policy Terms of Use An amazonoom. company
Done console.aws.amazon.com {5 S3fex Server  207.171.166.253

e Mg -l el o

Click on Create Key Pair, enter a meaningful name (this will be a filename) and click
create. After a few moments, you'll be prompted to save a .PEM file. This file is the only
way you'll be able to access your instance so keep it very safe and back it up! You'll only
down the private part of the key. Amazon keep the public part. You should now see the key
listed.

Now you have a key, we'll look at the security groups. A security group is basically a simple
firewall configuration. You tell it which ports you want to allow from which |IP address.

Go back to the EC2 Dashboard and click the Security Groups link. You'll see a
preconfigured security group - Default. Clicking on its name will list the default parameters
for this group. This should be sufficient to get you started. There's no changes to be made
at this stage so click back the the EC2 Dashboard.

Now you are ready to launch your first AWS cloud server. We're not bother at this stage
about where the instance is located. However, you can change the location from US to EU
using the Region link on the top left. If you do change to EU, you'll be charged more per
hour. Click Launch Instances.

For simplicy you'll create a basic Fedora Core 8 server by selecting the top image.
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Now you have the option of the number of instances you want to start, which key-pair to
use and which security group to use.

In this example I've selected just one 32bit small instance, using a key-pair | called demo
and the default security group.
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Click Launch and then close
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You should be back at your EC2 Dashboard. Clicking refresh should tell you that you've
got 1 Instance Running. Now click Instances on the left navigation to take you to your
Instances screen.
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Here you'll see the Instance status as starting or running depending on how long you took.
Click on the instance name and you get more information about it.
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Beware, you are now being billing by the hour for the Instance.

Once the Instance is running, you can connect to it using SSH (or PUTTY) by specifing the
key pair you created. Using SSH you have to specify the key pair name via the -i switch.
Click on the Connect button to get a pop up box with the actual SSH command which you
can cut and paste into your terminal.



@.c 'AWS'Management Console - Mozllla Flrefox ol
Fle Edit View History Bookmarks Tools Help
QZI = F_j @ https://console.aws.amazon. com/fec2/home#c=EC2&s=Instances = | |[G]~ |fuete hatels

{5 Most Visited > b Getting Started [B]Latest Headlines» [+ Helpdesk [+ FL Wiki &f]vtiger M ZABBIX (@] Formas del verbot...

45| steve - Inventory - ... 3¢

Home :- Resources

Amazon EC2

_@ Google Docs - All it... 3

AW S Management Console BETA

Amazon Elastic
MapReduce

Amazon
CloudFront

J+| ForLinux Mission Co... 3¢

Amazon EC2

Region:

EC2 Dashboard
INSTANCES
IMAGES

AMIs

Bundle Tasks

B usEast v

4% Launch Instance | & Rebaot

Viewing: All Instances v
Instance AMI
@ 1-4f464326  ami-3

1 EC2 Instance selected

=] Instance:

AWS Management ... 3¢ [ IBM - My profile 3¢ [ 1BM Server virtualiz... 3¢ @ Getting started gui... 3 ¥
Welcome, Steve Nice | Settings | Sign Out

Connect Help - Secure Shell (SSH)

Cancel | %

Instance: i-4f464325 L show/Hide " Refresh | & Halp

1tolof1instances
To access your instance using any S5H client
Key Pair Name

1. Open the SsH client of your choice (e.g., PUTTY, terminal). 138.com; demo

2. Locate your private key file, demo.pem

3. Use chmod to make sure your key file isn't publicly
viewable, ssh won't work otherwise:
chmod 400 demo.pem

4. Connect to your instance using instance's public DNS
[ec2-174-129-108-138.compute-1.amazonaws.com].
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Note the points in the help - you have to chmod the .PEM file. Also, you may need to
specify the full path to it.

7= Terminal
File Edit Go  Help
steve@steve-laptop:~/.ec2$
mazonaws.com

The authenticity of host 'ec2-174-129-108-138.compute-l.amazonaws.com (174.129.1
08.138)"' can't be established.

RSA key fingerprint is 28:3c:73:83:bd:91:5b:fd:6e:¢c9:d4:5e:52:d3:fbh:5cC.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'ec2-174-129-108-138.compute-l.amazonaws.com,174.129.
108.138' (RSA) to the 1list of known hosts.

View Terminal

ssh -1 demo.pem root@ec2-174-129-108-138.compute-1l.a

Fedora 8
32-bit

Image

Welcome to an EC2 Public
i-)

Getting Started

--[ 1--

see /etc/ec2/release-notes

[root@domU-12-31-38-00-7E-51 ~1# |}

SSH into the Instance's host name with the -i switch and you should be asked to accept
the key and be logged in.



Each Instance has a public DNS name. Put this DNS name into a browser and you should
see a congratulations message.

You now have a web server running on the AWS cloud.

If you want to have a public IP to the instance, you'll need to assign an Elastic IP address.
You can then use this to set your DNS A record to it.

Go back to the EC2 Dashboard and terminate your instance once you've finished
otherwise you'll have a large bill.



